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2 Preface

2.1 Scope of this Manual

This manual provides an overview of the features and applications of the Elecsys Director and
instructions to the first-time user to get started using the product.

2.2 Name Conventions

All numbers are in decimal unless otherwise indicated. Where a number is prefixed by ‘0x’, the
value is in hexadecimal format.

2.3 Electrostatic Discharge (ESD) Protection

These units contain devices that could be damaged by the discharge of static electricity. At all
times, please observe industry standard ESD precautions when handling the unit.

2.4 Disclaimers

The information in this manual is believed to be accurate at the time of publication. Elecsys
Corporation assumes no responsibility for inaccuracies that may be contained in this document and
makes no commitment to update or keep current the information contained in this manual.

Elecsys Corporation assumes no responsibility for any infringements of patents or other rights of
third parties that may result from its use.

Elecsys Corporation reserves the right to make changes or improvements to this document and/or
product at any time and without notice.
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3

Introduction

This section gives a high-level overview of the Director hardware options, software tools, and some
typical application examples of the Director product.

3.1 Director Product Overview

The Director is a cost-effective remote field data communications device designed for data
acquisition and control applications. It is built on a Linux-based single board computer, ruggedized
for harsh field environments, and features an incredibly wide range of custom application options.

The Director has native support for many data protocols including: Modbus, DNP3, BACnhet,
IEC61850 (1-10), DF1, SRTP, HART, Square-D Symax, Cooper 2179, Valmet (Tejas) Series V and
many more.

The Director is a powerful communication bandwidth management tool. It supports “report by
exception” using the Elecsys OPC appliance or the Elecsys HCP2 host communication processor
program. It incorporates support for MQTT brokers for publish/subscribe data distribution.
Additionally, many data functions can be automatically performed locally by the Director using the
native “PODs” business logic programming or the optional IEC 61131 ISaGRAF™ business logic
software.

The Director provides support for virtually all commonly used wide area communication topologies
including: VSAT, cellular, Ethernet, IP data radios, and serial data modems. The Director manages
communication fail-over, and can provide data integrity verification with the host system using the
optional HCP2 or OPC host communication processing software.

Some applications of the Director include:

o Real-time SCADA communications gateway for electric utilities, “smart grid” systems, oil &
gas pipelines, and water/wastewater systems

e Data concentrator for bandwidth management

e Protocol translator

e Support device for OPC applications

e Serial to IP converter

o MQTT Broker publish/subscribe data management

e Communication security and data encryption

o Data converter for automatic business logic functions

>
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3.2 Director Documentation

The Director documentation consists of a set of manuals covering the hardware, configuration,
diagnostics, protocols, and programming of the Director product. The component manuals are
described below.

Getting Started Guide (this document) Gives a product overview and instructions to
the first-time user to get started using the Director.

Director Z2 Hardware Manual Contains specifications, jumper settings, and connection
Director Z4 Hardware Manual | diagrams for the Director’s standard and optional hardware
components.

ACE Operation Manual Contains installation and user instructions for the Advanced
Configuration Environment software, which is used to
configure the Director.

Configuration Manual Gives detail on the standard configuration options of the
Director product.

Diagnostics Manual Describes the Director's diagnostic capabilities and user
interface.

POD Programming Manual Provides instructions on using POD programming features
in the Director configuration.

Director ISaGRAF Manual Includes instructions on using the 1SaGRAF programming
software, with functions specific to the Director product.

Protocol Manuals Independent protocol manuals describe the configuration

settings and usage information for several of the master or
slave communication protocols supported by the Director.

If you are using the Elecsys HCP2 or OPC Appliance, refer to the separate product documentation
for those software applications.

3.3 Hardware Options

The Director provides a standard set of hardware features, including 10/100 RJ-45 Ethernet ports,
serial ports (RS-232, RS-485/422), USB, and optional SD memory card.

The Director comes in several hardware models, which allow for various expansion options. These
options include PC/104 add-on cards with additional serial ports, Ethernet, analog and digital inputs
and outputs, and cellular modems.

See the Director Hardware Manual (Director Z2 or Z4) for details on all hardware models,
dimensions, specifications, and expansion options.

>
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3.4 Software Tools

Several software tools are available for configuring and programming the Director. A user interface
is built into the product for troubleshooting and verifying its operation, as well as a Linux
administrative console from which system-level commands can be executed when required.

Elecsys also provides software packages which operate as a server-level host interface, allowing the
Director to be configured and programmed as an efficient interface between field devices and
SCADA or other business application systems and to perform various logic and network
communication functions. These software tools are briefly described in this section.

3.4.1 Create Configuration — ACE

The primary configuration tool for the Director is the ACE program. This is a Windows-based
software application used to create a device configuration file that defines the operational
parameters for each Director. The ACE configuration utility uses templates that offer the system
designer an easy and versatile tool for setting up each Director based on standard configuration
objects. A typical configuration screen in ACE is shown in the following picture.

2 ACE [E=H|ESE =
File  Repository Window  Help
% Sample Configuraticn - READ-OMLY == ]
- ; APEX System Corfiguration Field Name I Value
115.2K Baud -
BW] Networks Baud Rate [ au ]
Pari None -
%@ coMo i [ )
Word Length 8 Bis -
- Ethemet 0
Stop Bits ’One v]
i %@ Com
- w R Buffer Size 4095
E—Jﬂﬂ Client Services
M5TR Tx Buffer Size 4095
------ e Master Channels
CHAN 3 p Time -1
[ : Master Channel 0 e B T 1
B Circuit 0 an COM1
SR Madbus PLC 1
i
= w:- Servers
o 1 Serial MM on COMO o ired) {Warm Up Time)
H e SINT16
N
e S irune System Please enter a value for Modem Wam Up Time (n miliseconds)
Description: Minimum value: -1
Maximum Value: 32000
Instance: 0 Enabled
Object Type: AsyncPort MMI [C] UFF Extemal

Connected to ACE repository as [My Username]
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See the Director Configuration Manual and ACE Operation Manual for more information on
configuring the Director using ACE.

3.4.2 Load Configuration — ACE, WinSCP

After a configuration has been developed using the ACE Editor, the configuration must be uploaded
to the Director. This requires using YMODEM file transfer on a serial port or secure copy
(SCP/SFTP) across a network connection. The ACE program includes built-in file transfer options
for this purpose.

You may also use another SFTP/SCP tool to upload configuration files, such as WIinSCP for
Windows (http://winscp.net), ‘scp’ from Linux, or serial transfer programs supporting YMODEM.

See Getting Started with Configurations on page 17 in this document for help in creating and
uploading your first Director configuration. See the ACE Operation Manual for details using ACE file
upload option.

3.4.3 Diagnostics/Administrative Console — PuTTY, SSH

The Director runs in a Linux operating system and provides a user interface for diagnostics. In order
to access the administrative console or user interface, you must use the SSH protocol over a
network connection, or a console connection to a serial port configured as SerialMMI on the
Director.

Various SSH and serial tools are available to access the Director user interface, such as PuTTY for
Windows (http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html), TeraTerm, or ‘ssh’
and ‘minicom’ from Linux.

A typical menu of the Director user interface is shown in the following screen capture.

E21011.3090 - PuTTY
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See the Director Diagnostics Manual for more information on the user interface and administrative
console commands that may be used.

3.4.4 Director Programming — POD, ISaGRAF

The Director provides a native mechanism for some application-level logic programming, using the
POD (Programming on Director) capability. PODs are small logic modules designed to provide a
wide range of mathematical operations, decision-making, and branching, for the purpose of
manipulating data stored in the Director’'s internal memory. PODs are defined as part of the
Director’s configuration file. See the POD Programming Manual for information on programming
using PODs.

For larger or more complex application programming on the Director, the 1ISaGRAF™ program is
provided as an optional software package. ISaGRAF™ is a full-featured IEC 61131 PLC
programming and business logic development environment. The IEC 61131 standard includes a
specification of six PLC programming languages that can be freely used in any combination to
completely define automation and control features:

e Sequential Function Chart (SFC)

¢ Flow Chart (FC)

e Function Block Diagram (FBD)

e Ladder Diagram (LD)

e Structured Text (ST)

e Instruction List (IL)

In addition, custom ‘C’ functions and function blocks can be defined to provide extensions to the
ISaGRAF built-in features. Elecsys provides a library of add-ons that are specific to the Director
features and hardware expansion boards. See the Director ISaGRAF Manual for an explanation of
these specific Director ISaGRAF functions, and see the 1ISaGRAF User Guide for general software
usage and programming instructions.

3.45 Why choose POD or ISaGRAF programming?

Why should you use either POD or ISaGRAF programming for the Director? This section will try to
help you choose the appropriate method.

Without any additional programming, the basic Director configuration provides the following major
features, among others:

e Master Channels (Director polls data from devices and stores locally)

e Slave Channels (host system polls the Director for its stored data)

o HCP/HCP2 (Report by Exception of changed data automatically upon local polling)

o MQ-RBE (Report by Exception data to publish/subscribe server using MQTT protocol)
e Pass-through (Terminal Server, Terminal Client, UDP Server/Client)

>
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You may need some Director programming if your system requirements include additional
capabilities, such as:

¢ Transforming local stored data (numerical operations, data type conversion, etc.)

o Logical decisions acting on certain criteria (perform an action based on the data)

e Acquiring data from local I/O expansion boards (analog/digital)

¢ Data archiving to Flash memory

e Publish/subscribe to a broker system (other than report by exception with MQ-RBE)

In order to implement these programming features in the Director, either PODs, 1SaGRAF, or a
combination of the two should be used. There is no simple formula for deciding which of these
programming methods will be best suited to your requirements. The following table provides some
comparisons between the two methods to help make this determination. Contact Elecsys if you

need additional advice on how to implement your application.

Feature POD ISaGRAF
Code reuse, If common logic changes, it must | A single logic application can be created
Configuration-specific be copied across all | and uploaded to all Directors, independent

variations

configurations.
POD logic is implemented within
individual Director configurations,

of configuration.
But device-specific logic may require
multiple program variants or configurable

allowing easy device-specific | options in a single standardized program.
customization.
Real-time data transfor- | POD is integrated within the | ISaGRAF can do data transformation; logic

mation

configuration, providing an easy
way to transform data within real-
time databases of a Director.

program must be designed to integrate to
with the separate Director configuration
(master channels, field units).

Standard programming

POD programs are constructed

ISaGRAF uses  GUI programming

COI’pOI’ElthI’]

languages, using a table of commands within | environment, supporting a variety of
GUI development en- | the ACE configuration environ- | standard IEC 61131 programming lang-
vironment ment, described in Director | uages, such as structured text, ladder
documentation. Programming | logic, and function block diagram.
technique is similar in concept to
assembly language logic.
Ease of use and | POD programming is fairly simple | ISaGRAF is scalable across any size
debugging for small applications, but can be | program, from relatively small modular
more complicated for large | programs to very large applications.
applications, and harder to | The ISaGRAF development environment
debug. includes an integrated debugging mode,
allowing program start/stop and viewing of
system variables.
>
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Feature POD ISaGRAF

Multiple independent or | Many POD programs can be | An ISaGRAF program may contain multiple

integrated logic pro- | defined within the Director | independent or fully integrated program

grams configuration, with each module | modules, each written in different
running independently. languages depending on the best fit for
Different POD programs can be | application.
integrated, but it requires careful | In addition, two completely independent
use of register-based triggers to | multi-module 1ISaGRAF programs may run
coordinate the logic. simultaneously in the Director.

Cost POD capability is included in the | ISaGRAF is supported natively in the
base Director software func- | Director, but the 1SaGRAF development
tionality. software is a third-party programming

package that must be purchased
separately, as well as a per-Director
license cost.
»
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4 Application Examples

This section describes some of the typical uses and applications for the Director product. Contact
Elecsys for additional documentation and support for these example use cases, or for other
applications that may be needed in your installation.

4.1 Bandwidth Management using Report by Exception

In SCADA applications acquiring data from PLC, flow computers and other field devices at remote
locations using satellite communication, it is desirable to minimize the communication throughput. A
typical poll-response network is not efficient, because much redundant communication occurs with
non-changing data, leading to excessive communication costs and high bandwidth usage.

A more effective solution is to use Report by Exception (RBE), where the Director polls the field
devices locally and maintains a mirrored local database, normally reporting only changed data to a
central host system upon change of state. This significantly reduces network traffic,
communications costs, and bandwidth usage. The Elecsys HCP2 provides a host interface to the
Director, managing network connections to each Director and storing a host database of field data
from all Directors, so that the SCADA host can poll locally for the latest data, rather than polling to
each remote end device. Alternatively, MQ-RBE may be used to report data by exception to an MQ
server, including the Elecsys OPC Server.

METER

SCADA HOST

&2

PLC

4.2 Broker-Assisted Enterprise Data Routing

Often in large enterprise systems, the field devices which are part of the real-time SCADA system
contain data that is also needed in other departments in the enterprise, for inventory management,
custody transfer, sales, billing, maintenance, etc. However, it is often costly or difficult to either add
applications within the SCADA system or install parallel communication networks to the same field
devices to acquire data for these other enterprise systems.

The ideal solution is to publish data from field devices into a central broker, from which the data can
be routed in real-time to the SCADA system and to other enterprise systems simultaneously. The

D4
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Director includes support for broker technology of data routing, using a “publish/subscribe”
methodology with MQTT protocol. The broker located in the enterprise allows all departments and
users to “subscribe” to whatever data is pertinent to their operation. When the Director publishes
field device data to the broker, the data is automatically forwarded to each user that has subscribed
to the relevant types of data. The Director can also subscribe to the broker for certain data, allowing
it to receive commands.

SCADA HOST

f Director>»
——
MOTT [
BILLING DEPT.

4.3 Protocol Conversion and System Migration

One of the challenges in modern large enterprise companies is the proliferation of disparate and
incompatible host systems and field devices, acquired through business mergers and acquisitions,
or the integration of multiple business systems of different departments. As field devices are
acquired with new unsupported communication protocols, or new requirements for data are
discovered throughout the enterprise, this represents a growing challenge of data management.

The Director provides a very robust set of capabilities to help manage this growing need for the
consolidation of diverse and incompatible equipment into new business enterprise, and providing
means for companies to merge systems together and migrating older host or field devices to newer
technologies.

The Director includes support for many common communication protocols, as well as some less
common protocols. When new companies, divisions and field devices are acquired by an
organization, a Director can provide protocol translation between the older or foreign equipment and
the company’s existing network, eliminating concern about multiple protocols.

Also, as companies inevitably transition to new field device or host system technologies, there is a
need to manage the system migration. The Director can simultaneously support communication to
both the old and new systems, allowing for the migration plan to be tested and the older system to
be systematically transitioned to the new technology.

D4
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SCADA HOST

4.4 Data Security and Encryption

Data security has become a significant concern industry-wide in this era of connected networks and
data-centric enterprises. It is essential that data transmitted over public or private networks is
encrypted and authenticated.

The Director used in broker-based “publish/subscribe” and other systems can encrypt data prior to
publishing data, or use a secured VPN connection. The host system is located in the DMZ, where
de-encryption and authentication of the data occurs. Following authentication, the data is passed
through the enterprise firewall to the SCADA host or other enterprise clients. Data transmission
from the field site is secure, and authentication ensures that only safe packets are admitted to the
corporate network.

SCADA HOST

FIREWALL =

ﬂ— MOTT o

BILLING DEPT.

-

4.5 Pass-through SCADA

While the Director is very strong in its field device communication and protocol emulation
capabilities, sometimes there is simply a need for network-based SCADA systems to connect
directly to remote devices that only support serial communication. This might include PLC
programming or maintenance ports, for instance. In other cases, field devices with serial or dial-up
capabilities need to initiate connections to network servers.

>
< elecsys
corporation Page 15



Elecsys Director Getting Started Guide 81-0032-00 Rev. A

The Director provides Terminal Server, Terminal Client, and UDP Server/Client features to facilitate
these types of requirements. The Terminal Server provides a TCP/IP listening port, allowing a host
to connect to the Director and establish direct communication with the serial port of a device. The
Terminal Client works the other way around, allowing a serial device to initiate a network connection
to a TCP server. The Terminal Client also provides ATDT modem emulation; the serial device
issues an AT command to “dial” a number, and the Terminal Client can route to different IP
addresses depending on the dial string. The UDP Server and Client provide similar in-bound or
out-bound features for serial to UDP/IP translation.

SCADA HOST Director»

PASS-THROUGH

RN & MODBUS
“Hnz= =
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5 Getting Started with Configurations

This section walks a first-time user through the steps of getting connected to the Director, creating
an initial configuration, uploading the configuration, and logging into the user interface menu to
observe its operation.

5.1 Starting the Director

If you are starting the Director for the first time, or if you don’t know the Ethernet IP address, you will
need to connect to the COMO serial port to log in to the system console. Use a null modem serial
cable between the Director and a configuration PC.

You should also connect the Director to the same Ethernet network as the configuration PC, or
directly using a crossover Ethernet cable (you may need to configure the PC to a compatible IP
address in this case).

If you are using Windows, it is recommended that you install the PUTTY program to your computer.
PUuTTY provides both serial and secure shell (SSH) network access to the Director user and
administrative menus. You may also use any existing serial or SSH terminal program. See
Diagnostics/Administrative Console — PuTTY, SSH on page 9 for a link to the PUTTY download site.

5.1.1 Setting up PUTTY for Serial Communication

To set up PUTTY for serial communication, run the PUTTY program and configure it to use the
appropriate serial port on your configuration PC, and the baud rate of 115,200 (both PUTTY and the
Director default to No parity, 8 bits, 1 stop bit, but can be configured otherwise).

@ PuTTY Cenfiguration @
Categary:
= -- Basic options for your PUTTY session
Ten I_.oglging Specify the destination you want to connect to
= Terminal L
- Keyboard Serial line Speed
- Bell Com1 115200
- Features Connection type:
=I- Window Raw Telnet Rlogin SSH @ Seral
----Appea@nce Load, save or delete a stored session
- Behawiour
... Translation Saved Sessions
- Selection
Cololurs Default Settings o~ Load
= Connection Director] = —
- Data Director2 E
- Proxy Director3 \E'BLI
- Telnet g::ggg Delete
- Rlogin Directorf s
- 55H
""" Sefial Close window on exit:
Always MNewver @) Only on clean exit
| About | | Help [ Open ] | Cancel
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You can enter a “Saved Sessions” name and click the Save button to save this session for future
use, if you desire. Click the Open button to begin communication. Power on the Director, and you
should see initial startup messages come into the terminal window.

See the section Logging into the Director Command Prompt on page 19 to log into the Director.

5.1.2 Setting up PuTTY for Network Communication

After the Director has been configured with an Ethernet address, you may also use PuUTTY to
connect to it over a network. To set up PuTTY for network communication, run the PuTTY program
and configure it to the correct IP address of your Director. By default, the SSH port number is 22. If

you don’t know the IP address, consult a system administrator or see the section Logging into the
Director Command Prompt on page 19.

@ PuTTY Cenfiguration @
Category:
= Sgssion Basic options for your PuTTY session
i Ten I_loglging Specify the destination you want to connect ta
Fmina Host Name {or IP address) Port
- Keyboard
.. Bell 10.11.30.22 22
- Features Connection type:
= Window IRaw () Telnet () Rlogin @ S5H ) Serial
----Appea@nce Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions
- Selection
- Colours Default Settings - Load
- Connection Director1 3 —
.- Data Director2 5
.- Prowy Director3 ﬂ]
- Telnet prector? Delete
- Rlogin Directorf 2
+- 55H
""" Serial Close window on exit:
) Mlways ) Never @ Only on clean exit
I About I I Help I [ Cpen ] I Cancel I

You can enter a “Saved Sessions” name and click the Save button to save this session for future
use, if you desire. With the Director powered on, click the Open button to begin communication.

>
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5.1.3 Logging into the Director Command Prompt

With the null modem cable connected to COMO and PuTTY running the serial communication
session that you created, power on the Director, and you will see the Linux startup messages
followed by large multi-line banner that says “LOGIN within 15 seconds to stop Director.”

It is important to wait at least 15 seconds after seeing this banner — then press the Enter key to
receive a second login prompt before proceeding with these instructions.

00 GG III N N

0O 0 G I NN N

O 0G GG I NNN

O 0 G G I N NN

LLL 00 GGG IIT N N

r -

within 15 seconds to stop DIRECTOR

<<<< ElecSys Linux Director >>>>
Director: (DIRECTOR) Unit: (1) Ethe-IP: 10.11.30.90
armv5tel DIRECTOR. (none) 3.12.9-00044-g5a52a4b
DIRECTOR login:

When the Director’s login prompt appears, you can log into the Director's command prompt (‘root’
user) to issue system administrative commands. The default login is:

User: root
Password: Elecsysl

(Note that these login credentials are different from the Director user menu that provides diagnostic
options. The administrative ‘root’ username and password are defined at the Linux level and cannot
be changed through the ACE program. If your Director is supplied pre-configured with customer-
specific login credentials, make sure to use the correct administrative username and password.)

After logging in to the serial administrative console, issue the following command to obtain the
Ethernet IP address of the Director:

ifconfig ethe

>
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Or, you can issue the following command to set a temporary IP address, if you need to establish a
network connection to load an initial configuration:

ifconfig eth® aa.bb.cc.dd netmask ww.xx.yy.zz

where the “aa.bb.cc.dd” is the IP address and “ww.xx.yy.zz” is the subnet mask (set these
appropriately for your network).

5.2 Installing the ACE Program

In order to configure the Director, you will need to install the ACE program. The basic instructions
are outlined here, but see the ACE Operation Manual for more complete instructions on installing
and using the ACE program utilities.

1. Download the latest ACE installation from
http://ftp.elecsyscorp.com/ACE/NewACE/AcelnstallDisk.zip

2. Extract the setup.exe and AceSetup.msi files into a temporary location and run setup.exe.

3. Follow the installation prompts. When prompted to choose additional ACE programs, make
sure at least to select the ACE Template Editor (the other programs may be installed, but are
not necessary for this Getting Started Guide).

15 ACE Editor o] @ ==

Choose Additional ACE Programs »

The ACE Configuration E ditor will be installed by default. Fleaze choose the additional programs pou
wish to ingtall at this time.

ACE Batch Uploader

ACE Repository

| Cancel | | < Back | [ Mest = ]

4. If this is the first time you have installed ACE on this computer, you will need to install the
icon library and default template. From the “Elecsys” program group on the Windows Start
menu, select the ACE Template Editor.

5. Browse to the default Icons.zip file supplied with ACE, which is located at C:\Program Files
(x86)\Elecsys\ACE Editor\Default\lcons.zip, and click the Open button.

>
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Select ACE icon archive file @

@U=| |« Program Files (x86) » Elecsys » ACE Editor » Default » v|c,|| Search Default o
Organize v Mew folder =~ M ':Q:'
. Program Files (x86) g Mame Date modified Type
. Adobe
. AlcorMicro
. AlcorMicroData
. AnvSoft
. ArcSuite
J ASE

. Business Objects

3 lcons.zip 3/27/2014 402 PM  zip Archive

m

. Cisco
. Commoeon Files
. CyberLink

. Elecsys - | T b

File pame: Icons.zip - [Archivefiles (*.zip) YI

[ open |v] | cConce |

6. Next, click the No button at the prompt to connect to the ACE repository.

ACE Template Editor 3

7. Select File | Open Default Template and browse to the default template supplied with ACE
(C:\Program Files (x86)\Elecsys\ACE Editor\Default\DefaultTemplate.xml).

8. After opening the default template, choose File | Save As and save to the local working
directory as DefaultTemplate.xml (in Documents\Elecsys\ACE\TMP). Then you can close
the ACE Template Editor.
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®v|j « Documents » My Documents » Elecsys » ACE » TMP - | 4,.|| Search TMP }3|

Organize * Mew folder = - 9

Documents libra
B Desktop (I ry Arrange by:  Folder

| Libraries
@ Documents Name
E My Documents
J Dev
| Elecsys
i ACE
. cFG
. Images
L TMP

Mo iterns match your search.

v o m 3

File name: DefaultTemplatexml ,|

Save as type: ’Configuratinn Files (*xml) v]

(2} Hide Folders [ sawe ][ conce |

9. Finally, run the ACE Configuration Editor from the “Elecsys” group on the Windows Start
menu. Click the Cancel button at the prompt for the ACE repository. You should see the
initial menu, similar to the following screen capture.

) |

Eile  Repository Window Help

Working offline of ACE repository

5.3 Create New Director Configuration

If you already have a configuration to upload to your Director, you can skip to the section Upload
Configuration to Director.

Otherwise, this section will direct you to create very basic Director configuration with only an
Ethernet address and diagnostic serial port defined. To configure a Director for additional functions,
such as communicating with field devices or host systems, see the Director Configuration Manual for
a complete list of standard options, and other tutorials that may be provided by Elecsys for typical
configuration examples.

< elecsy:s
corporation Page 22



Elecsys Director Getting Started Guide 81-0032-00 Rev. A

In the ACE program, select the File | New menu to create a new configuration. From the list of
templates, select the DefaultTemplate.xml. This will create a blank, standard Director configuration
that can be used as a starting point for configuring a device.

¥ Select temnplate file @

'::_/”\:j' | .« My Documents » Elecsys » ACE » TMP v|$7|| Search TMP PI

Organize v Mew folder =~ 0O @

| My Documents “* Mame Date modified Type Size
' Dev 2| DefaultTemplatexml 4/23/2013 7:41 PM XML Document T0 KB
| Elecsys
. ACE
, CFG
. Images
; TMP
My Data Sources
. My Files
. My Media
_E_ﬁ My Music
F My Videos -

m

File name:  DefaultTemplatexml - lTempIate Files (*xml) v‘

[ pen |+] [ cancel |

5.3.1 Create Top-level Objects

Right-click on the System and select the “Add Child” menu option. Add the following objects, giving
them the names indicated:

e Networks

e Clients
e Servers
>
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[Bac =N EoR 5 1

File Repository Tools Window  Help

omEd Bk E 4 @

£ New File* =N R
B; System Property Name I Value
! Urit Address 1
Unit Name Director
User Name ser
Password user
Date Fommat U.S. Central Time [CSTECDT) v |

Description:
Instance: 0 Enabled
Object Type: System [7] UFF Bdemal

Working offline of ACE repository

Next, right-click on the Networks icon and add an “AsyncPort” child object, named “COMO0” with an
instance number of O:

ACE Mew Object (Type = AsyncPort)

Please enter a unique name for this object:

COMO

Please enter a unique instance number: 0

[k [ cancel |

Right-click on the Networks icon and add an “EtherPort” child object, named “Ethernet 0” with an
instance number of 0:

ACE Mew Object (Type = EtherPort)

Please enter a unique name for this object:

Ethemet 0

Please enter a unique instance number: 0

[ ok [ cance |

Finally, right-click on the Servers icon and add a “SerialMMI” child object, named “SerialMMI on
COMO”™:

S
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ACE Mew Object (Type = SerialMMI)

Please enter a unique name for this object:

SerialMMI on COMO

Please enter a unigue instance number: 0

T8k [ cancel

|

Now the configuration should look like this:

81-0032-00 Rev. A

3 ACE
Eile  Repesitory Toels Window Help
o EH00 B E 4 @

£ New File*

[=]
-Erlﬂ SerialMMI on COMD

=1 E= =
=5 Eo =57
Property Name | Value
Com Port [coma -
STDERR [Yes -
Inactivity Timeout 5
MM Echo [Yes -

Description:
Instance: o Enabled
Object Type: SerdalMMI| [ UFF Bxtemal

Working offline of ACE repository

5.3.2 Set Configuration Properties

The user menu of the Director has a username and password that is defined in the top-level
These login credentials are necessary for logging into the Main Menu of the
(Note that this username and password are different from the Linux
administrative login to gain access to the system command prompt, as mentioned in the section
Logging into the Director Command Prompt on page 19.)

“System” object.
Director diagnostic menus.
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To set the user-level username and password, click on the System object. The default username
and password are ‘user’. All the other options can be left at default as shown below.

B3 Ace == 5

Eile  Repesitory Tools Window  Help

o B0 EE 4@
£ New File* [E=N ECR ==

Property Name Value

Unit Address 1
Unit Name Director
User Name user
Password juser
Date Format ULS. Cenral Time (CSTECDT) ~ |
[==]
- ML SeralMMl on COMD
L)

Description:
Instance: o Enabled
Object Type: System [ UFF Bxtemal

Working offline of ACE repository

The COMO serial port of the Director is used for logging in to perform local diagnostics and
configuration. To set the COMO serial properties, click on the COMO object. Set the Baud Rate to
115.2K Baud, leaving the other options default as shown below.

[ 3] ACE =N EoR 5

File  Repository Tools Window  Help

cwmEd B0 E @
& New il =

- ; System Property Name Value
& oo Baud Rate [115.2 Baud B |
Pari Nane -
R om ay l )
Word Lengih (8 Bis MIE
......... Ethemet 0
- Stop Bits ’One v]
ﬁ% Clients
- Rex Buffer Size 2048 —
[ wi' Servers
& Tx Buffer Size 2048
: Erlﬂ SerialMMI on COMD i
(Baud Rate)
UINT32
Description: B
aud Rate for Azynchronous Port
Instance: o Enabled
Cbject Type: AsyncPort [] UFF Exdemal

Working offline of ACE repository
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To set the Ethernet properties, click on the “Ethernet 0” object. Set the Network Card IP, Subnet
Mask, and Default Gateway appropriately for the network that you are using with the Director,
leaving the other options default as shown below:

[ AcE =N ol

Eile  Repeository Tools Window  Help

oD B E 4+ @
£ Initial Config ==

FProperty Name | Value
Nefork Card [PC104ETHER -
ype
Networl: Card =
Address 578
Netwaork Card
IRQ “
MNetwork Card
OPMA 851568
Domain Name Etherl
D e Network Card [P 15 I I B
f ML SerialMMI on COMD
2 E— 255 . 255 . 255 . 0
Default Gateway c.o0.0.0
(Network Card 1P}
IPADDRESS
Demmigine: Network Card IP Address (0.0.0.0for DHCF)
Instance: o Enabled
Object Type: EtherPort [] UFF Bxtemal

Working offline of ACE repository

Now you have set enough properties to load this configuration into a Director. The Ethernet IP
address will be configured, and there will be a serial MMI task on the COMO serial port.

Choose the File | Save menu option to save the configuration.

5.4 Upload Configuration to Director

In this section, you will upload the settings from the ACE Configuration Editor to a Director. The
ACE Editor contains a lot of information, such as object definitions, descriptions, etc., which are not
necessary to the operation of the Director. The only thing that is uploaded to the Director are the
actual property values defined for the enabled ACE objects in a configuration. These property
values are stored in a binary file with a “.uff” extension.

The Director may be configured via the network connection, as described below. See also the ACE
Operation Manual for instructions on using the ACE Batch Uploader program to configure a number
of Directors automatically across a network connection, or to configure a single Director using a
serial connection.
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In order to upload a Director configuration across a network, you need to know the Director’s
network address. See the section Starting the Director beginning on page 17 for help in initially
determining the Director’s IP address, if it’s not already known.

In the ACE Configuration Editor, select File | Upload UFF to Device. Select the “Secure Copy
Upload (SSL)” transfer option, and enable the “Remote reboot after upload” checkbox.

Enter the following information about the Director:

Password: (the default password is ‘user’)
Host Address: (use the Director’s IP address)
User Account: Dirupld

Home Directory: /home/Dirupld

Upload UFF File - Initial Config

FTP Upload
@ Secure Copy Upload (SSL)

Tera Tem

Upload only the LIFF file
/| Remote reboot after upload
Cnly reboot

Also upload local storage files

Password ™
Host Address  152.3.1.10
User Accourt  Dirupld

Home Directory  /home/Dirupld

| Upload || Close |

If you know the ‘root’ administrative login to the Director, you may also use the following login
credentials:

Password: (the default password is ‘Elecsys1’)
Host Address: (use the Director’s IP address)
User Account: (the default login is ‘root)
Home Directory: /home/director

>
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Upload UFF File

) FTP Upload

- Initial Config

@ Secure Copy Upload (SSL)

[ Upload only the UFF file
Remote reboot after upload

©) Tera Tem [Z] Only reboot
[ Also upload local storage files
Password =
Host Address  192.3.1.10
User Account  root
Home Directory  +/home./directar

| Upload |’ Close ]

81-0032-00 Rev. A

Once these options have been configured, click the Upload button to transfer the configuration to
the Director. If successful, the completed status will be displayed. Otherwise, an error condition

may be indicated.

Upload UFF File - Initial Config

) FTP Upload
@ Secure Copy Upload (SSL)

) Tera Tem

Password

Host Address
User Accourt

Home Directory

182.3.1.10

[ Upload only the UFF file
Remote reboot after upload
[ Only reboot

[ Also upload local storage files

Dirupld

+/home/Dirupld/

Upload complete

| Upload |’ Close ]

After the configuration is loaded to the Director, it will automatically reboot in order to implement the
configuration values. If you are connected to the Directors COMO port with a serial terminal

program, you should see a sequence of boot messages while the Director starts and configures
itself.

Once it has finished and started running the new configuration, you should be able to ping the
Director’s IP address from another computer with a compatible network address. You should be
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able to log into the Director with either a serial or SSH (i.e. PUTTY) terminal program, using the user
login and password included in the System object properties (user / user).

55 Where Do | Go From Here?

Once you have read and completed the steps in this Getting Started Guide, you can go on to
configure your Director according to the needs of the system. If you require custom application
programming, you will need to become familiar with either the POD or ISaGRAF programming
software. For troubleshooting, see the Director Diagnostics Manual.

Please refer to the Director Documentation section on page 7 of this guide for a list and description
of the available documentation.
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